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Abstract e Full Delegation

A proxy blind signature scheme is the combination of * Partial Delegation

proxy signature and blind signature scheme. In 2009,Verma o Delegation by Warrant
proposed a proxy blind signature scheme over braid groups.
Verma claimed that the proposed scheme is secure againstn the full delegation, the original signer gives his secret
all possible security lapses and also satisfy all essential key to the proxy signer. In the partial delegation, the orig-
security attributes.This paper analyzes Verma’s proposedinal signer generates a proxy signature key by using his
scheme and found that this scheme suffers with the seri-secret key and then transfers this key to the proxy signer,
ous security vulnerabilities. This paper show that the pro- Who uses the proxy key to sign the message on behalf of
posed scheme does not satisfy unforgeability and unlinka-original signer. In the delegation by warrant, the proxy
bility, which are two essential security requirement of a se- signer first obtains the warrant, which is a certificate com-
cure proxy blind signature scheme. posed of a message part and a public signature key from
the original signer, and then uses the corresponding se-
cret key to sign the concern message. The resulting sig-
) nature consists of the created signature and the warrant.
1. Introduction For more detail on proxy signature schemes, please refer to
[1,2,3,8,16, 24, 26, 27, 29, 30, 31, 32, 33, 34, 35, 36, 37].
In 1984 [4] Chaum introduced the concept of blind A Proxy blind signature scheme is a digital signature
signature scheme. A blind signature scheme is a pro-Scheme which combines the properties of proxy signature
tocol played by two parties in which a user can obtain with blind signature schemes. In a proxy blind signature
the signature of a valid signer on a desired message angcheme, the proxy signer is allowed to generate a blind sig-
the signer learns nothing about the message. With suchature on behalf of the original signer. For more detail,
properties, the blind signature schemes are useful in sevPlease referto[7, 14, 15]. A proxy signature scheme should
eral applications such as e-voting and e-payment [5]. Forsatisfy the following basic security requirements
more detail on blind signature schemes, please refer to
[4, 14, 20, 21, 25, 28, 37, 38] 1.1 Security Requirements
On the other side, in 1996, Mambo Usuda and Okamoto
[29] introduced the concept of proxy signature scheme. The ~ The security requirements for a secure proxy blind signa-
proxy signature scheme allowed an entity called original ture scheme are specified in [2]. which are explained below.

signer to delegate its signing capabilities to another entity | SR,. VERIFIABILITY : From the proxy signature, any

Ealrl]e‘lj proxril signer alnd. the proxy S|gr;]er SIgNS Message on - yarifier can be convinced of the original signer’s agree-
ehalf of the original signer. Once the signature verifier ment on the signed message.

receives the proxy signature, she /he can check the validity
of the signature and identify the proxy signer and also e SR,.STRONG UNFORGEABILITY.:PROXY PROTEG

verifies the original signer’s agreement on the signed TION: A valid proxy signature can only be generated
message. Based on delegation type, Mambo et al. [29] by proxy signer. This means that valid proxy signature
classified proxy signatures as cannot be created by the original signer or any third

party who is not designated as proxy signer. In other



words, we can say that only the delegated proxy signer[15]also proved that the all security parameters are satis-
can generate valid partial proxy signature. Even the fied by our scheme.This paper analyzes Verma'’s proposed

original signer cannot masquerade as a proxy signer.

e SR3;.STRONG IDENTIFIABILITY: Anyone can deter-
mine the identity of the corresponding proxy signer
form a proxy signature.

e SR;.STRONG UNDENIABILITY (NONREPUDIA-
TION): Any valid proxy signature must be generated
by proxy signer. Therefore, proxy signer can not

scheme and found that this scheme suffers with the security
flaws. This paper is organized as follows.

Section 2 provides a brief idea of braid group and explain
the difficulty of the computational version. In section 3,
we review Verma’s proxy blind signature scheme over braid
group. The securities flaws of Verma’s proposed scheme
are discussed in section 4. Finally, we conclude the work in
section 5.

deny that he/she has signed the message. In addition,
the original signer cannot deny having delegated the2 Braid Group and Conjugacy problem

power of signing messages to the proxy signer.

e SR;.DISTINGUISHABILITY: The verifier can distin-
guish the original and proxy signature efficiently.

e SR;.SECRET KEY DEPENDENCIES Proxy signature
key or the delegation information can be computed
only with the help of original signer’s secret key.

e SR;.TIME CONSTRAINT: The proxy signing key can

be used only during the delegated period. Once the
proxy key expire, the proxy signature generated by us-

ing this key become invalid.

e SR;.PREVENTION OF MISUSE: The proxy signer is

In this section, we give the basic definitions of braid
groups and discuss some hard problems on those groups.
For more information on braid groups, word problem and
conjugacy problem,refer to the papers [6, 9, 10, 11, 12,
15, 17, 18, 19, 22, 23]. A braid is obtained by laying
down a number of parallel strands and intertwining them
so that they run in the same direction. For each integer
n > 2, then-braid groupB,, is the group generated by
0109, wuun.. ,0n—1 With the relationse;0; = o;0; where
|Z — _]| >2 andO'iO'i+10'i = 0i4+10i0;4+1 otherwise. The
numbem is called the braid index and each elemenBgf
is calledn - braid. Two braidsc andy are said to be con-

. : . . ; e
restricted to transfer the proxy key to someone else.ugate if there exist a braid such thaty = aza™". For

The proxy signer also can not use proxy key for pur-

poses other than generating a valid proxy signature. In&t€d byo1o2,

case of misuse, the responsibility of the proxy signer
should be determined from the warrant.

e SRg.UNLINKABILITY :When the signature is revealed,
the proxy signer can not identify the association be-

m < n,B,, can be considered as a subgroup3afgener-
...... s Om—1-

In Braid Cryptography, letG be a non-abelian group
andu,a,b,c € G. In order to perform the Diffie- Hell-
man key agreement o6, we need to choosa, bin G
satisfyingab = bain the DHCP(Diffie-Hellman Conjugacy
Problem). Hence, we introduce two commuting subgroups

tween the message and the blind signature he generG,, G, C G satisfying ab = ba for any € G andb, € Gs.

ated.

More precisely, the the braid cryptography are based on the

following decision problems.

In 2000, Ko et. al. proposed a key agreement proto-
col and a public key encryption scheme [23] based upon
braid groups [9, 10, 11, 12]. The schemes based upon
braid groups [15, 17, 18, 19, 19, 22, 23] are analogous to
the Diffie-Hellman key agreement scheme and the EIGamal
encryption scheme on abelian groups. Their basic mathe-
matical problem is the Conjugacy Problem (CP) on braids:
For a braid groupB,,, we are asked to find a bra@from
u,b € Bysatisfyingb = aua™' € B,. The security is
based on th®iffie-Hellman Conjugacy ProbletDHCP)
to find baua='b~! € B, for given u,aua"', bub~! €
B, for aandb in two commuting subgroups a®,, respec-
tively. In 2008, Verma introduced a proxy blind signature
scheme over braid groups [15]. Verma’s proposed scheme
[15] is based on the conjugacy search problem over braid
groups. Verma claimed that their proposed proxy blind sig-
nature scheme is partial protected proxy signature. Verma

e Input :
A non-abelian groupG, two commuting subgroups
Gl, GQ cG

e Conjugacy Problem
Given @, aua™') with u,a € G, computea. (Note
that if we denoteiua—! by u?, it looks like the DLP.)

¢ Diffie-Hellman Conjugacy Problem
Given(u, aua™!, bub~!) with w € G,a € G; andb €
G, computebaua 1o~ 1.

e Decisional Diffie-Hellman Conjugacy
Problem :
Given(u, aua™ ', bub™!, cuc™!) with u,c € G,a €
G1 andb € G4, decide whethet = ba.



In braids, we can easily take two commuting sub-
groups G, and Go of B, (For simplicity, we only con-
sider a braid group with an even braid index. But it is
easy to extend this to an odd braid index.). For exam-
ple, Gy = LB, (resp. G2 = RB,) is the subgroup
of B, consisting of braids made by braiding left/2
strands(resp. right/2 strands) among n strands. Thus
LB, is generated by, 02, ,0n/2—1 @nd RB,, is gen-
erated byo,, /51, ,0n—1- Then we have the commu-
tative property that for anyy € Giandb € G,, ab =
ba We choose a sufficiently complicatéd + r)-braid
a € By, Then following is a one-way function.

f:G1 x Gy — G, x Gy, fla,r) = (axa™!,z).

There is an efficient time algorithm [17] for a given pair
(a,z) to computeaza~?!, but all the known attacks need
exponential time to computefrom (axa=!,x). This one-

way function is based on the difficulty of conjugacy prob-
lem.

3 Review of Verma'’s Purposed Scheme

This section reviews Verma’s proxy blind signature
scheme over braid group [15]. In this scheme, to sign a
messagen € [0,1]" , the original signer Alice delegates
his signing capability to a proxy signer Bob.

3.1 Key Generation

Each useun does the following steps.

e Selects a braid,, €g B,, such thatr,, € SSS(z,,) .
e Chooser,,, a, €gr RSSBG(zy,d).

e Return public key agk = (z,,z,) and secret key
sk = a.

3.2 Proxy Key Generation

Bob gets the proxy key pair as follows.
e The original signer Alice selects a braid €r B,,.

e Alice computeg, = a,za; *. Then, she sends the pair
(oo, t,) to Bob through a secure channel.

e Bob checks whethet,z, ~ a,z,. Ifitis hold, he
accept the key, otherwise reject it.

3.3 Proxy Blind Signature Generation

When the proxy signer Bob signs a document on behalf
of original signer Alice, he computes the following steps.

e Proxy signer choosdscp B, (l) and computest =
bz,b~! and sendsto, ) to the user.

Blinding : User choose8 € B, (/) and computes
ty = 0tgd t, a0 = dad~t andh = H(Hi(tyzy||m)
and sends to the proxy signer.

Proxy signer compute$ = bhb— 1,
and send$s, ) to the user .

ba, 'hapb™!

Unblinding : User computess’ = 6861, =
5v6~1 and display(’, 3',~ , t,) as a proxy blind sig-

nature on message.
3.4 Proxy Blind Signature verification

To verify the proxy blind signature on a messagea
verifier computes the following steps.

e Verifier computesh = H(Hy(t,x,)||m).

e Verifier checks whethen' ~ x,,8 ~ h,y ~
h,a'B ~ zph,a'y" ~ x,h, if it is hold,accept the
signature,otherwise reject it.

Security Analysis of Verma’s Proxy Blind
Signature Scheme

This section analyzes the security of a proxy blind signa-
ture scheme over braid group[15]. According to Verma[15],
the proposed scheme satisfies all the security requirements
strongly. Moreover, Verma claimed that there is no ef-
fect of the revelation of the delegation pair on the security
of the proposed proxy blind signature scheme over braid
groups. we feel that these claims are not true. In Verma’s
scheme,the original signer sends the signing key in the form
of a pair ¢, t,)to Bob through a secure channel. The proxy
singer verify the validity of this pair by checking the con-
gruencetox; ~ a,x,. Ifitis hold, he accepts(,,t,)as a
proxy secret key to sign a messagelt is very interesting
to see that in the proxy key generation, the values kept
secret, while the value; is transmitted to the third party
in the proxy blind signature generation phase.The btaid
and¢, are conjugates. The conjugacy relation betwegen
andt, helps an attacker to mounts an attack on Verma's
proposed proxy blind signature scheme. On this statement,
we successfully listing several interesting forgery attacks on
Verma’'s scheme [15] . The following section presents a se-
curity analysis of the Verma’s proposed proxy blind signa-
ture scheme over braid group[15] in detail.



4.1 Balyan’s Cloning Attack

=
I

In this section, we introduced a different kind of security oet
attack on Verma’s proposed proxy blind signature scheme = &ps et
over braid group[15]. We named our attack as Balyan’s £6bhb~ L6 e !
Cloning Attack or simply Cloning Attack. Cloning attack £Sbh(EaH) L = 3 ~h
means an antagonist can generate a valid proxy blind signa- ’
ture (Cloned Proxy Blind Signature) only with the help of a
previously generated proxy blind signature. The interesting
fact is that Cloned Proxy Blind Signature can be generated N = 57’571
without any knowledge of proxy secret key or other related

_ —1¢s—1
secret parameters. The Cloned Proxy Blind Signature looks B 5576_15 L1
like as original signature and also satisfy all the properties/ = &oba, hapb™ 07¢
requirements of the original signature. The following steps = &ba h(Esbas ) =4 ~ h.
show that how an antagonist can mount a cloning attack on P P
Verma’' s proxy blind signature over braid group. Suppose
the attacker had a valid blind signatute’, 5',~ ,¢,) on .
the messagm generated by a valid proxy signer. Now, an a B = [£8bx,(E8b) "] [€0bR(ESD) T
antagonist, Charlie can generate a Cloned Proxy Blind Sig- = [g(sbxp(bflgflgl)][g(sbh(g(sb)*l]
nature(a ,5 s Y ,to) as follows. _ fdbl‘ b*lé*lfflgtsbh(g(sb)fl
- p
e Charlie selects a braigle ; B,,. = E6bayh(6b) = o 87 ~ ayh.
e Charlie computes” = ¢a'¢1.
e Charlie computeg = &0 571. a”,y” _ [fébl‘p(féb)_l][féba;lh(fébaz:l)_l]
e Charlie computes” = &y'¢1. = [€dba, (b~ 67 )][E6bay, t hapb T 6T
—1g—1e¢—1 -1 —lge—1
Now, we show that the fabricated proxy blind signature §0bay (b0 )¢dbay, " hapb™" 08
(o",3",4",t.) is a Cloned Proxy Blind Signature on the = &bay tapwpay thapbt6ET
messagen. = &obay, H(apzpa, Y hapb 667!

_ _1 ! _1 _1 " " ~ !
4.1.1 Cloned Proxy Blind Signature Verification = £0bay “wphapb™ ¢ = oy ph-

To check the validity of a Cloned Proxy Blind Signature, a It is also clear that original proxy blind signature

verifier runs the following steps. (a ,ﬁ/y,to) and Cloned Proxy Blind Signature
. (o",3",7",t)) are statistically indistinguishable.
e Verifier computes: = H(H, (t,x,)||m). Since,the Cloned Proxy Blind Signatute”, 3" ,~" )

also satisfies all the verification steps successfully, therefore
the verifier accept the Cloned Proxy Blind Signature as a
real proxy blind signature.

e Verifier checks whethen” ~ z,,8" ~ h,y" ~
hya'B" ~ zph,a”'y" ~ @ h, if itis hold,accept the
signature,otherwise reject it.

Since, in the verification phase. the first step is same as thet-2 Misuse of delegation Power
the original scheme, therefore thls always holds truly Ob-

viously, all the conjugacy relauong ~ T, 8" ~h,y o~ In Verma’s scheme[15], the delegation pair includes nei-
hyaB" ~ wzyh 0y ~ 2 h, will hold truly. It can be ther the identity information of the proxy signer nor the
proved easily as follows. limit on delegated messages. In the proposed scheme [15],

the proxy signer can further delegate the proxy key to some-
one else who can also perform the signing operation on be-
o = ¢t half of original signer.In this way,a third party has same
— fladtet signing capability as a designated proxy signer. Further-
— eshp-lo-le-1 more,the delegation pair does not contain any information
= &obxy 3 , about the duration period of delegated power. It means
= &6br,(E6D) P = a ~ w,. the proxy signer has been selected permanently. Once a



proxy signer selected,then he will remain the proxy signer that his scheme is still secure even if an attacker intercept
forever. The original signer’s delegation power does not the delegation pair. Again, We prove that his claim is not

contain any information about the qualification of the mes- true.The following steps prove that how an antagonist can
sages on which the proxy signer can sign. The proxy signermount proxy signer changing attack on Verma’ s scheme
can select any message of his choice and then sign it. IN15] by the interception of the delegation pair.

these ways,the proxy signer is able to misuse his delegated

signing capabilities and the original signer can not restrict
the proxy signer for misuse her delegation power. Conse-
quently, in Verma’s scheme [15], the essential security re-
guirements are not satisfied.

4.3 Original signer changing attack

In Verma’s proposed scheme [15]there is a need of se-
cure channel to deliver the delegation information. Verma
claimed that his scheme is still secure even if an attacker in-
tercept the delegation pair. We observe that his claim is not
true. The following steps prove that how an antagonist can
mount an original signer attack on Verma’' s scheme by the
interception of the delegation pair.

4.3.1 Generation of Fabricated Proxy Key

e The antagonist Charlie
pair(co, to).

intercept the delegation

The antagonist selects a braigd € ; B,, and computes
t. = ac.wa_*. Then, she replaces the paip, t,)with
(e, t.) and sends this pair to the proxy singer Bob.

Bob checks whether.z, ~ a.z.. Ifitis hold, he ac-
cept the key, otherwise reject it. Obviously, This con-
jugacy relation will hold truly. It can be seen easily
that the delegation paifgy,, t,) and ., t.) are sta-
tistically indistinguishable. Since,there is also no in-
formation about the original signer in the delegation
pair(e,,t,) strictly, therefore the Bob can not deter-
mine the identity of the original signer explicitly.

Now in place of delegation pairy,, ¢, ),the proxy signer
uses the fabricated delegation pait.(t.). It can be seen
easily that this replacement does not effect the proxy blind
signature generation and verification phases.

4.4 Proxy Signer Changing Attack

In Verma’s proposed scheme [15] the delegation pair
does not include the identity of the proxy signer. In this

situation, an interesting attack can be mounted on Verma'’s
proposed scheme [15]. In this attack, an antagonist can be-

come the proxy signer in place of a valid proxy signer Bob.
we call this attack proxy signer changing attack. in this at-
tack, any antagonist Charlie can generate a valid proxy blind
signature on a message, of user’s choice. Verma claimed

4.5 Generation of Fabricated Proxy Blind
Signature

The antagonist Charlie
pair(e, t,).

intercept the delegation

Charlie choose$,. €r B,(l) and computesy,
bex.b ! and sendsty, a.) to the user.

Blinding : User chooses <r B,(l), computes
ty = 0tod Lo = da.d7, h = H(Hi(tyz||mw)
and returns to the signer.

Charlie compute®l. = b.hb; 1, v. = bea;thab !

and returng 3., v.) to the user.

Unblinding : User computess’ = 68.671,~
5v.0~tanddisplaya , 3,7 ,t,) as aproxy blind sig-
nature on a message,

4.5.1 \Verification of Fabricated Proxy Blind Signature

To verify the Fabricated proxy blind signature, a verifier
computes the following steps.

e Verifier computesh, = H (H; (toz,)||m.,).

e Verifier checks whetheny ~ z.,8 ~ h,y ~
h,a 8 ~ z.h,ay ~ zh, if it is hold,accept the
signature,otherwise reject it.

Obviously, all the conjugacy relations will hold truly. It
can be seen easily that the fabricated proxy blind signa-
ture (o', 8,7, t,)and original proxy blind signature are
statistically indistinguishable. Since,neither the delegation
pair(a,,t,) nor the proxy signature provide any informa-
tion about the proxy signer strictly, therefore the third party
can not determine the identity of the proxy signer explicitly.
Thus , the verifier accept the fabricated proxy blind signa-
ture as proxy blind signature.

e Proxy signer choosdser B, (l) and computes: =
bz,b~1 and sendéty, o) to the user.

e Blinding : User choose8 € B, (/) and computes
ty = 0ted~ 1,0’ = dad— ' andh = H(H,(tyxy||m)
and sends to the proxy signer.

e Proxy signer computes = bhb~ !,y
and sends$s, ) to the user .

ba;1 hapb™ 1



e Unblinding : User computess’ = 685 1,~ = blind signature scheme. Since, the delegation pair does not
5v6~1 and display(a’, 3,7, t,) as a proxy blind sig-  provide sufficient information about the original and proxy

nature on message. signer, therefore the proposed scheme has serious securi-
ties vulnerabilities. The author claimed that the proposed
4.6 Balyan attack on the Unlinkability scheme is still secure even if the attacker intercept the del-

egation pair. This paper proved that this claim is not true
In the proposed blind signature scheme, during the in- and the proposed scheme is also vulnerable to the misuse of

teractive protocol execution between the proxy signer anddelegation pair, original signer changing attack and proxy
user,&’,3,~) is a signature on the message For the  Signer changing attack.
signer, in order to establish a link between revealed mes-
sage &', 3, 7/,755, m) and blind informationv;, 5;,v;, the References
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