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Abstract. In about every book about cryptography, we learn that the
plaintext complexity of differential cryptanalysis on DES is 2%7, as re-
ported by Biham and Shamir in [2]. Yet few people realise that in a
typical setting this estimation is not exact and too optimistic.

In this note we show that the two “best” differentials for DES used
by Biham and Shamir [1,2], are not the best differentials that exist in
DES. For approximations over many rounds such as used in the Biham-
Shamir attack from [2], the best characteristic is in fact a third, different
differential already given by Knudsen in [17]).

A more detailed analysis shows that on average the best differential at-
tack on DES remains the Biham-Shamir attack from [2], because it can
exploit two differentials at the same time and their propagation probabil-
ities are related. However for a typical fixed DES key, the attack requires
on average about 2834 chosen plaintexts and not 247 as initially claimed.
In addition, if the key is changing frequently during the attack, then in
fact Biham and Shamir initial figure of 2*7 is correct.

We were surprised to find out that (with differential cryptanalysis) it is
easier to break DES with a changing key, than for one fixed key.
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1 Introduction

In a typical cryptographic chosen-plaintext attack we assume that we have an
access to an encryption oracle in which one fixed key is embedded. This key is
assumed to be typical (behave as an average key).

Very few cryptographic attacks can tolerate a changing key. It happens to
be true for the Biham-Shamir attack on DES, but we consider this case only in
Section 4 and otherwise assume a fixed key.

The Biham-Shamir attacks on DES works as follows: we query the encryption
oracle with known plaintext that are grouped in structures each containing 2-2'2
plaintexts (or twice as much with the “quartet” version).

Then, for each structure separately, by looking at the ciphertexts, we spot
pairs having 20 bits that are identical, and each of them is a candidate for
the so called “right” pair of plaintexts that satisfy a set of differential conditions
throughout the whole encryption process. Then from such a pair we try to recover
the key, and otherwise repeat the attack.



2 Nicolas T. Courtois, September 2004

2 What is the Best Differential Characteristic for DES ?

On the contrary of most people think, the answer to this question is not well
known.

In this paper, to indicate differences we use the usual hexadecimal notations
of Shamir, Biham, and Knudsen. For completeness we will also indicate the
numbers of active bits, with bit numbering compatible with the FIPS standard
[14] (which differs from the bit numbering of Matsui [18]).

In [17] Knudsen’s carries a very detailed study of differential characteristics.
The most interesting characteristics are two-round invariants, if the difference of
plaintexts is of type (0,%) at some round, the difference is still (0,%) two rounds
earlier, with some probability that should be as high as possible. In general this
probability is fixed for one fixed DES key, and may be different for different DES
keys. In Table 2, page 505 in Knudsen paper [17] the first three lines give the
following three differences:

1. Let ¢ = 19600000, = {4,5,8,10,11} be the main difference used in all
Biham-Shamir attacks on DES [1,2], that appears in the first line of this
table.

2. Let ¢/ = 1b600000, = {4,5,8,9,10,11} be another difference used in [1,
2], and the second line in the Table 2 of [17]. (It is called 9 in [2] and it
is also called I' in [17].) The two differentials (0,¢) and (0,%’) propagate
over two rounds with probability being either 1/146 or 1/585, depending
on the key. The average of 1/146 and 1/585 is about 1/234 ~ 27787, Our
simulations show that Biham-Shamir ¢ (as well as ¢') do indeed propagate
with probability 27787 for a random (changing) key.

3. Finally, let ¢/ = 00196000, = {12, 13,16, 18,19} be another difference, that
appears in the third line in the Table 2 of [17]. With (0,v") we have the
propagation probability of exactly 1/256 = 278 for any key.

We have 1/234 ~ 27787 > 1/256 = 278 and therefore it appears that the
third differential (0, ") is worse than any of the first two: (0,%) or (0,4"). It is
indeed so for two rounds. But not when the number of rounds grows.

2.1 The Tricky Point

Though the average of 1/146 and 1/585 is about 1/234 = 27787 > 28 = 1 /256,
their geometric mean is about 1/292.25 ~ 27819 < 1/256 = 278, Since the
probabilities of differential characteristics are multiplied, it is the geometric mean
that is a good way of estimating the “average” effect of these probabilities: for
2k rounds and large k, we expect that each of these two characteristics will
hold with probability (1/292.25)% ~ 27819k this should be compared to (0, ")
that propagates for 2k rounds with probability 278%. Clearly, 3" is better and
Knudsen, (and also Biham and Shamir in [1]) did not use the best differential
characteristics of DES.
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3 What is the Best Differential Attack on DES ?

More detailed analysis needs to be done if one wants to determine which will
be the best differential attack on DES. The difference is quite small and the
advantage of (0,%") could be compensated by the simultaneous usage of (0, 1))
or (0,¢) as in Biham and Shamir [1,2]. Unfortunately only ¢ and ¢’ can be
combined in a single “structure” on plaintexts specified by Biham and Shamir
[2], as have the same set of active S-boxes S1-S3, while for ¢” the active S-boxes
are S3-S5.

3.1 First Estimation - Typical Complexity

The simplified analysis is as follows: in Biham-Shamir attack the differential must
hold for 2k rounds with & = 6. The expected average effect of a combination
of an equal number of 1/146 and 1/585 is about 2819 = 24915 We have an
additional factor of two: in one “structure” of Biham-Shamir [2] we have 2 - 212
plaintexts, while it allows to generate 2'2 pairs with the prescribed difference
after 2 rounds. Thus, an attack with ¥ requires typically 2°91° chosen plaintexts.
The same holds for ¢’, and if we use the two simultaneously (the quartet method
from [1,2]) we can divide the it by two and get back to 2491° chosen plaintexts.
This attack should work with probability bigger than 0.5 (see below) over the
keys. For some keys it will fail, because the less good case with 1/585 will be
more frequent than 1/146.

In comparison, with ¥ we get a simpler attack without “quartets”, without
the probabilities depending on the key and thus working with success probability
very close to 1, that requires only exactly 2 - 28% = 249 chosen plaintexts.

3.2 More Detailed Analysis

If in the attack we use only one of the two differences v or v¢’, we expect that
fraction of the keys for which the attack will succeed will be close to the ratio of
keys for which we have at least 3 cases with 1/146. This should be about:
3
G
o5~ 0.66

This formula assumes that there are no dependencies due to the DES key sched-
ule. Then with probability 0.66 our attack will require about 249-1° plaintexts
(or less).

Things are less simple when we use the two characteristics 1) and v together.
In Section 6.5. of [1] and in Section 5.1. of [17] the DES keys for which the
approximation v is “worse” and gives the probability 1/585, are exactly the
keys for which for ¢ we get the better case 1/146. Thus, following the analysis
of Section 5.1. of Knudsen [17], we are always assured to get one characteristic
with a success probability of at least ( )3 a 249-15,

In particular for a fraction of

1
145-585

(3)
2% ~ 0.31
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of all keys we will have 24915 for both v and v’ and we can gain a factor of 2
with “quartet” method in the attack of [2]. Thus we need 249-15 plaintexts in the
attack.

For the other 0.69 keys, the plaintext complexity of the attack will be at most
(35)*(585)? ~ 27715 but only one half of the differences that are used in the
“quartet” method are useful. We do not gain a factor of 2 with the “quartet”
method (but have to use it anyway to do the same attack for every key). Thus,
here we will need 24815 plaintexts (or less) in the attack.

We neglected the case when 1/146 appears only once or not all, (see Table 2
in [17]) but it is clear that the weighted average number of plaintexts required
in both attacks is lower than 24°. The exact average plaintext complexity can
be computed as follows:

6
> 2%(5) - 145° - 585+

() + () (3)
+2~22764~1454-5852+2%~

6 6 6
145% - 585+ ~ 218:34

4 Special Case of Attacks with Changing Key

There is another interesting and subtle point as suggested by Eli Biham [private
communication]. The Biham-Shamir attack on DES from [2] is designed to work
not only when the attacker has access to an encryption oracle that contains one
single fixed DES key, which yields the results above. It is also possible to attack
DES when the key changes with time, and we only assume that for each structure
containing 2-2'2 plaintexts the key is the same, and that it changes for the next
structure!. In such an attack, it is possible to see that the arithmetic averaging
such as originally used by Biham and Shamir in [2] is again the correct method.

The argument is as follows. For each structure after two rounds, the number
of pairs that have the “good” difference (for example (0,)) is 2'2. After 4
rounds, for one fixed key, the expected number of pairs with difference (0,) is

12 <1/146 + 1/585)
2

After 14 rounds, the expected number of pairs with difference (0,1)), averaging
over all keys, will be

g1z, (1/146 +1/585\° . 45,
— .

We need on average 23°2 structures with changing keys, to succeed. This will
be about 2%%2 chosen plaintexts. Then with the “quartet” method we get 2472
chosen plaintexts.

1 It is interesting to note that in such attack scenarios Linear Cryptanalysis does not
work and Differential Cryptanalysis will be the best attack on DES
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5 Conclusion

The best differential characteristics in DES is not based on one of the two dif-
ferences 1 = 19600000, and 3’ = 1b600000, used by Shamir and Biham but a
third differential using 1" = 00196000, already found by Knudsen.

In a typical chosen plaintext attack on DES in which the key is fixed, we
have the following. With probability about 0.31 over the keys, the basic version
of Shamir-Biham attack from [2] using only " will require less plaintexts than
the full version exploiting both ¢ and ¢’ described in [2]. However, the attack
with two differences exactly as proposed by Biham and Shamir will be better.
This is because the two characteristics 1) and v’ can be combined in a single
attack and their propagation probabilities for different keys are related in a
useful way, while 1" can only be used alone.

However, if the DES key is changing for each structure that is used in the
attack, then we need again 2472 chosen plaintexts, as initially expected. We
discovered that, due to subtleties in averaging, for differential chosen plaintext
attacks, it is easier to break DES with changing key than for one fixed key.

Acknowledgements: We thank Eli Biham for his kind help and valuable
comments.
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